Revision 


Lesson 8 : Sharing information 


Compare between intranet network and internet : 


| Intranet | i. Internet 

_- An intranet is used to share in a _- The internet is used to share over the 

| closed network. | web. | 
NT is more secure. P It S "s less se secure. 4 
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Lesson 2 : Protecting ourselves and our information 


To keep your PII safe 


Back up your data 


To back up your data you can use : 

1. Some apps and software 
programs that back up data 
automatically. 

2. A data-storage devices such as : 
- flash drive 
- external hard disk drive 

3. A hybrid backup is a safer way 


To keep your PII safe : 


1. Limit the personal information 
you share online. 


2. Don't sign up for a website if 
di it asks for too much personal 
information. 


3. Use different strong passwords. 


4. Use anti-virus software. to back up and store files. 
5. Update your devices regularly. 4. The hard disk has more space 
than the Flash Memory. 


eviSion 
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Lesson 3 : Password security 


Phishing and Smishing 


» Phishing and smishing are ways used by hackers to get your password. 
» Phishing is a message via e-mail or social media that looks real, but isn't. 
Types of phishing scam : 


1. Amessage which says that you have won a prize, but have to give your bank 
account details. 


2. When an attachment, or a file is opened data-stealing software is installed on the 
person's computer, or the user is asked to enter sensitive information such as bank 
account details. 


» Ways of identifying phishing messages : 
1. include misspelled words and grammar errors. 
2. include requests for too much personal data. 
» Smishing is the same thing but it is a text message instead of an e-mail. 
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1. Previous Exams dab! Ue yo colo o 


B] Put (v) in front of the correct sentence and (x) in front of the wrong one, 
1. The internet is used to share over the web and is more secure. (uai s - jsa) ( 


2. You can add or subtract any data using Microsoft Excel. [oss 6 - özl) ( 
3. To sort the information in alphabetical order by Excel, go to the toolbar then 
click on data then click on sort. [Ainge - zlogu) ( 
FJ Choose the correct answer from a, b, c or d. 

d.e HAM is a program to create graphs. lua sl - dj, 
a. Word b. Excel c. E-mails d. PowerPoint 
2. To create a simple formula in a cell, first type the «+--+ , this tells Excel you 

are creating a formula. (wgiSl ó - dj. 
a. sign “=” b. sign "x" c. sign “/” d. sign "+" 
3. The program ee. is used to perform simple formulas. [awlas -ja 
a. Excel b. PowerPoint c. Word d. Paint 
4. To add any two numbers in Excel, select the cell and write a mark ----------- . 
[eiugl -õp 
a. quotation " " b. equals = c. brackets ( ) d. subtract (—) 
5. Network used to share information and less secure is «++: . 
a. network b. internet c. intranet d. none of them 
[E] Choose the correct answer from a, b, cord. 
4 eM is used to sort data alphabetically and organizing data. 
a. Excel b. Word c. PowerPoint d. Paint 
2- To type a formula in a cell in Excel program, type «=~ at the beginning of 
equation. 
a. + b s 6, = E: 
3. The eese is used to share over the web and is less secure. 
a. internet b. intranet c. network d. closed network 
4e nmm is used to share in a closed network and is more secure. 
a. Internet b. Intranet c. Network d. Open network 
5- When a cell is in column A and the fourth row, the cell is called =- . 
a. A4 b. 4A c. AJA d. A5 
6- If you want to calculate the sum of values in cells A1 , A2 and A3, we write the 
formula e ‘ 
a. =A1+A2+3A b. =AAA+123 C. =A1+A2+A3 d. A1+A2+A3= 


CamScanner 


. LESSON EIGHT 


Read and correct words between brackets. 


1. (LAN) is used to share over the web and is less secure. (nmm ) 
2. (Columns) in Excel are labeled with letters. (amea ) i 
3. (/ ) symbol means multiplication in Excel program. [m ) 


E Put (v) in front of the correct sentence and (x) in front of the wrong one. 
1: The intranet is used to share over the web and is less secure- 
- Rows in Excel are labeled with letters: 
- The cell B5 is located in column (5) and row (B): 
- The internet is used to share in a closed network and is more secure: 
- Columns in Excel are labeled with numbers: 
- The intranet is a private information for sharing information: 
- The data in Excel program can't be arranged alphabetically: 
- The internet is used to share information and is less secure- 
- In Excel program the symbol (=) is used at beginning of writing 
in a cell to refer to calculation process: 
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E3 Match each symbol with the correct meaning: 


The meaning 
[_] Subtraction 
[_] Division 

[_] Multiplication 
[_] Addition 


The Symbol 


Answer the following formula. 
Suppose cell A1 has a value of 10 and cell B2 has a value of 2 
e=Al+ B2. Mm 
emASPBAR——————  — seÁ meet 
eed = BP .——— n à à omm 
" zA1 PEU S 
ésiwAT = 0 emm 
.=B2+ Bü 0 5 5 |l à i$ 0 see SHARI T 
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EJ Put (v) in front of the correct sentence and (x) for the wrong one. 
1. Strong passwords contain letters and numbers only. (4l) - čjo) ( 
2. We don't need a strong password to protect our personal data. [usa i- seul] ( ; 
3. You shouldn't sign up to a website that asks for a lot of personal information. 


T ( 
4. Hybrid back up is a safer way to back up and store files. [ULUI Gaps - ciini) ( * 
5. An anti-virus helps you keep your personal data safe. [bataw - Lio) ( 
6. Anti-virus software is ineffective to protect its owner from the dangers of the 
internet. (bugs -aadsinll] (| 
EJ Choose the correct answer from a, b, c or d. 
dissipat use the internet to break into a computer system. [nai - pay) 
a. Students b. Hackers C. Teachers d. Thieves 
2. You can keep your files from viruses or loss by making ............... - [esl yaad - iig 
a. back up b. off device 
c. personal information d. none of them 
3. We can back up our important files using ................ . (esl oio - iia] 
a. GPS b. external hard drives 
c. password d. all of the above 
4. Back up copies of files are created on ................ . (à) - ài 
a. Flash Memory b. external hard disk 
c. both a & b d. GPS 
ORE E means make another copy of your work to keep it safe. ^ (wlotwi - 01a! 
a. Copyrights b. Back up c. Save d. PII 
[E] Complete the sentences with appropriate words in brackets. 
(virus - hacker - software) 
eO ——— tries to take the bank account number of an adult to steal his 
money. (eg - ap 
2. Hackers can send ................ ; (alas -özal 
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2. ElMoasser Exercises poled ous oU 


Choose the correct answer from a, b, c or d. 


Lo 


 — can use someone's email address and password to send a virus to all 
the email addresses in your email account. 
a. Hackers b. Biologists 
c. Computer engineers d. Teachers 
v — , Such as your name, address, date of birth, and your passwords, is 
your personal information. 
a. PPII b. PII E. IP d. PC 
3. @ The strong password should contain ................ : 
a. letters only b. letters & numbers 
c. letters, numbers, and special signs d. numbers only 
4. To keep your data safe use ................ software. 
a. anti-virus d. browser 
c. Word program d. PowerPoint program 
5. There are several ways to back up your data such as ................. 
a. flash memory b. external hard disk 
c. both a & b d. anti-virus 
6. ED ................ is considered a weak password. 
a. 12345678 b. A123A$% c. A1A2@5264 d. Awit1^123 


E] Put (v) in front of the correct sentence and (x) for the wrong one. 
1. Limit the personal information you share online from the ways of 
protecting your personal data online. 
2. The Flash Memory can be used to back up data like external hard disk. 
3. E Sign up for a website if it asks for too much personal information 
| to protect your personal data online. 


4. Use anti-virus software on all your devices and update your devices 
regularly to protect your files. 
5. EJ Some apps and software programs can back up data automatically. 


6. The mouse and screen are from the accessories that you can use to 
save your files securely. 


THEME 


[3 Complete the sentences with appropriate words in brackets. 
(Flash Memory - PII - External hard disk drive - Hackers) 


T. M sen use the internet to break into a computer system and steal persona 


information. 


e — n are of the accessories that you can use to save your files 


securely. 
 -—— is an abbreviation of Personally Identifiable Information. 


Read and write the name of the app, concept, or tool. 


1. He can use someone's email address and password to send a virus to all the 


email addresses. Qn 
2. It contains letters, numbers, and symbols. (ous 
3. It's used to protect your computer from viruses. (+--+ 
4. It is an abbreviation of Personally Identifiable Information. p 


EJ Read and circle the correct one. 


1. To protect your computer, you should use a program (Word program - 
antivirus), and you should avoid opening unknown messages where (teachers. 


hackers) sneak into your computer and steal your data. 


2. The password for your online accounts must be (strong-weak) and to do 
this the password must contain (letters only - letters, numbers, special 


symbols). 


KJ Read and circle the correct usage. 
. Strong password : 


— 


- contains letters, numbers, and special symbols. 

- contains letters and symbols. 
2. (12345678) considered : 

- strong password. - weak password 
3. Flash Memory : 


- Can be used to store data and files. | - Can be used to print files on paper. 


— 
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EJ Choose the correct answer from a, b, c or d. 


1... ..... are trips to places where one takes photographs of the area. 
a. Copyrights b. Stolen data 
c. Photography expeditions d. Lost files 
2. @ Placing a ............... helps the photographers to protect their work. 
a. photo b. watermark c. pen d. browser 
3. Dropping and breaking your laptop is ................ you should protect your files from 
a. software problems b. human errors 
c. viruses d. browser 3 problems 
4. £3 s. is considered a strong password. 
a. 12345678 b. A123A$96 
c. abcdefgh d. none of them 


FJ Put (v) in front of the correct sentence and (x) in front of the wrong one. 


1. Hackers use the internet to break into a computer system and steal personal 


information. ( ) 
2. PII is abbreviation of Personally Identifiable Information. { ] 
3. You can use the photos of others without asking permission or without 

purchasing the right to use the image. A. 
4. Mr. Kerby uses GPR to find the location and navigate quickly. A | 


EJ Read and circle the correct one. 
1. Mr. Kerby travels with (car and camera-laptop and camera) and he ensures his 
work is protected by sharing his (high-resolution photos - low-resolution photos) 
only with people he trusts. 


2. Mr. Kerby uses (GPS - GPR) which is considered a mapping tool for navigation. 
And he backs up all the images he has taken with his camera or drone on (one - 


two) external hard drive. 
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E Put (v) in front of the correct sentence and (x) in front of the wrong one. 
1. Password management software is used to create strong passwords. 


[ey -zs ( ) 

2. Password managers create a unique password. [OWI oup - sud) ( ) 
3. One type of phishing is receiving a message telling you that you won an award. 

[usipl- solu!) ( ) 


i2 Choose the correct answer from a, b, c or d. 


1. Hackers can get your password by a eee- Way. [gall - aol) 
a. updating b. phishing c. planning d. chatting 
2. means you provide at least two ways of identifying yourself. 
a. MFA b. Password c. E-mail d. PIN (gall - pal) 
J. mm is sending a fake message via e-mail or social media that looks real. 
a. Virus b. Phishing c. Folder d. Smishing (belive - Lis!) 


EJ Complete the following sentences with appropriate words in brackets. 
(Multi - factor authentication - password manager - Smishing - phishing) 


| — is sending a message via text messages to steal your data. (aulas - dpcul) 
M. ossium provides at least two ways of identifying yourself. EMEEN) 
3. One of the forms of .............. is the arrival of a message from an unknown person 
asking you for your data to obtain a prize. (eg)! - 8j] 
| TOA tells you if one of your passwords has been stolen online. (uasi - 820] 
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Choose the correct answer from a, b, c or d. 


y Pe tell you if one of your passwords has been stolen. 
a. Password managers b. MFA 
c. PIN d. Scam 
DS — creates a strong, unique password for each of your accounts. 
a. Phishing b. Scam 
c. Password manager d. Virus 
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THEME 


3. MFA often combines a known factor, such as ... 


first name or last name b. username or password 

c password or PIN d password only 
4............... is an abbreviation for Personal Identification Number. 

a. PEN b. PNI c. PIN d. PNE 
5. The phishing message can be identified by ................ 

a. correct grammar b. correct spelling 

c. spelling errors d. none of them 
6. MFA provides at least ................ ways of identifying yourself. 

a. four b. three c. five d. two 
 -— tells you if the passwords you already have are too weak or if you've 

reused them. 

a. Password manager b. MFA 

c. PIN d. Virus 

E Put (v) in front of the correct sentence and (x) in front of the wrong one. 

1. Hackers use phishing to steal your password. ( 
2. There are only one-way hackers can get your password. ( 
3. You need strong passwords to help protect your personal data from 

hackers. ( 
4. A password manager creates a strong, unique password for each of your 

accounts. ( 
5. MFAis an abbreviation for multi-factor authentication. ( 
6. PIN is an abbreviation for multi-factor authentication. ( 
7. Multi-factor authentication tells you if the passwords you already have 

are too weak. ( 


8. A password manager provides at least two ways of identifying yourself. ( 
9. Data-stealing software is installed on the person's computer when you 
open a link containing phishing. ( 


EJ Match. 


( - (A) ————— 00080 —— 
1. Phishing and Smishing a. if your passwords were stolen. 
2. Password managers tell you b.are ways hackers use to get 
3. Misspelled words help you your password. 


C. identify phishing scam. 
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. LESSON THREE 


Look and write. 


New message 


To: | reemhassan@egypl.com 


From: bankegypt@342gf4236dss.com HN I — 


—-— — o — - --— am 


Dear Sir, 
Thank you for your bisiness! You won a vacation to Hurghada! But, hurry! 
This prize only good today. 

If the link doesn't work, reply to this email with your name, 
address and bank account number. Hurry! 


Sincerely, | Sign in to get 
Head of Customer Service your prize 
Bank of Egypt — 


1. How does the message encourage you to respond? 


FEMSEMSKREEERAEOEEFEEEEFREHEHFATEHSREREEHARRERERRRREREFEFERHARESFTEK S -UTFAESREHEAAAEREREREREIARHRKEHHAEFEHAESTERIHRTERHUEIHTETHHMHHHHEHHH HH HH hne 


ÆJ Read and circle the correct one. 
1. Scam messages always contain (correct sentences - sentences with 
grammatical and spelling errors), and you should avoid (opening - closing) the 
links inside them. 


2. Hacker's use (phishing - writing program) to (save - steal) your account password, 
and to protect yourself, you must use (MFA - GPS) to verify access to your 
account in to ways. 


9) Read and correct words between brackets. 


1. The (PIN) provides at least two ways of identifying yourself. — ) 
2. The (doctors) use phishing to steal your password. — ) 
3. The phishing message can be identified by correct grammar.  — € ) 


S 
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MONTHLY ASSESSMENTS . 


[2] November Test 


EI Put (v) in front of the correct sentence and (x) in front of the wrong one. 
1. Backing up your data protects your lost and damaged files. 6 4 
2. The password manager creates a strong, unique password of the users' 
accounts. ( 
3. Multi-Factor authentication depends only on one way of authentication. — ( 
4. Multi-Factor authentication is used to get the password of your account.  ( 
5. Scareware websites contain fake warnings about downloading something. ( 
6. The scam websites have different tricks but they have the same principles.  ( 
7. If you are a victim for a scam website, you don't have to contact the General 
Department for combating Internet crimes. ( ) 
8. The protocol determines how the information will be transferred in the URL.( — ) 


[EJ] Choose the correct answer from a, b, c, or d. 
1. Sorting info into alphabetical order, go to the toolbar and click on ................ à 


a. Insert b. Design c. Data d. Tools 
2. PII, Personally Identifiable Information is considered a ................ . 
a. password b. favorite meal 
c. favorite sport d. favorite book 
a ee ae get the passwords of the users on the internet by hacking the data. 
a. Users b. Workers 
c. Hackers d. Designers 
4. The ussiska websites contain misspelling and bad grammar. 
a. scam b. ideal 
c. correct d. famous 
5. One way to files is to ................ back up your data. 
a. protect b. hack c. delete d. press 
6. We can use the ................ to move using the Global positioning system. 
a. camera b. hard disk 
c. external drive d. mobile phone 
7. (www . ekb . com), is the ................ of the parts of Uniform Resource Locator, URL. 
a. protocol b. resource name 
c. file path d. file format 
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Choose the correct answer: 


@ The internet is a/an ............... network. 
b. closed c. both 
(2023 si ell 85151 — à S al Alala) (2023 aal 5,13] — ë patali alaika) 
— is used to share the information in a private network. 
b. internet c. intranet 


@ The more secure sharing in a closed network is called ................. 
a. intranet b. internet c. none of them 
2023 3 daz]! (8,5 Sylo] — Ail alaalaa |) 


@ A network used to share information and that is less secure is called 


a. email . b. internet c. intranet 
2023 SILl al] — Adis: aliil 
($ Sharing information via the internet is considered a. than the 
intranet. 
a. unreliable b. less secure c. more secure ! 
2023 Jaj ayall 815] — à, S gll alla je 
€— is used to perform simple formulas. 
a. Excel b. Zoom c. Word 
(2023 44.12] 5313Y! — 41,5)! Ala Lx) (2023 (Jal syll 5 loj- 4s uiS ul aail) [s 
(P To create a formula in Excel, type the n.n. sign in the cell. 
a. + b. / C. = 
aiL yl alailma) (2023 35 85] — pgudtl alailma) (2023 areal! B Bylo] — a yusSu¥l alaika) 
(2023 11.5 5,10! — i 
@ When arranging information alphabetically in Excel, go to the 


a. copying b. toolbar c. cells 
2023 Joi exl ëlo- s,s: oy! alale 


56 j ICT Prim. 5 — Fictt Term. ? 


@ To perform division in Excel, use the ................ i 
a. + b. = 


4@ The top of columns in Excel are ...............— ' 
a. numbers b. letters 


c. both of them 

2023 apeglass! 3 ilo] — Ayi Lay albe 
@ The left side of the rows in Excel are ................. 

a. numbers b. letters c. both of them 
42 To arrange information alphabetically in Excel, go to the toolbar, 

and click on Data, then click on ................... s 

a. Layout b. Format c. Sort 
4 If you want to sum the values in columns A, B, and C from row A, 

the formula is .......... 

a. CA + BA + A4 b. C4- B4 — A4 c. A4 + B4 + C5 
$i You want to subtract the values in columns E, C, and A from row 6, 


then you write the formula ................ 
a. = Eó - Có - Aó b. = E9 - C6 - A9 c. = E9- C9 - A9 


fb Put (/) or (X): 


@ You can share information using an intranet or the Internet. — ( ) 
| @ The internet is more secure and private than the intranet. ( ) 
@ The intranet is used to share the information in an open network. 

| 
@ You can add or subtract any numeric data using Microsoft Excel. ( ) 
@ The data in cells cannot be arranged alphabetically. ( ) 

| @ To create a formula in Excel, we use a “=” sign. ( ) 5 
(b The row title has a number. ( ) 
2023 Spb 8o] — pguall alailma 


Me a“ 


@ To create a simple formula, we select the cell and then type a 


sign. 


property. 


(9: In MS Excel, the rows are labeled with numbers, while the columns are 
labeled with letters. ( 


ind Communication Technology (ICT) in Our Lives 


10 The cell in the Excel program can contain only numbers. ( ) 


2023 dajul 5,1} — dyalall als sla 


4% We can arrange the information alphabetically in Excel using the Sort 


( | 


Complete the missing parts using the words between 
the brackets: 


(addition - subtraction - division - letters - numbers - Sort) 


T The information can be arranged alphabetically by the.............. property. 
& We use the formula + for the occas process. 
| @ We use the formula + for the s process. 
&& The rows are labeled with a , While the columns are 
labeled with .......... i 


Choose from column (A) what suits it in column (B): 


@ The internet |a. can help in arranging the information alphabetically. 


The intranet |b. is used to subtract two or more cells in Excel. 


| 


c. is used to share information in an open network. 


d. is used to start any formula using Excel. 


e. is used to share information in a close network. 


f. is used to add two or more cells in Excel. 


e... — e. GG 23» 
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Exercises 


on Lesson 


ip Choose the correct answer: 


@ uuu... inelude(s) your name, address, date of birth, and passwords. 
a. Personal information b. Public information c. Both a and b 
(P The one who steals the personal information is called a 
a. thief b. photographer c. hacker 
2023 aposlasll bp šyla} — djs yl alaita 
.... is considered a strong password. 
) b. ictbook895 c. Ict@258#p ` 
® You can protect your files from viruses or loss by creating 
a. device shutdown b. backups c. personal data 
(2023 1.5 8,151 — à) iS yl alikaa ) (2023 4a 8,5] —dyaLall alailma) 
LL. A ............. CON fry. to get the bank account of an adult in order to steal his money. 
a. — b. family member c. teacher 
| l 2023 Jal ajali šyla} — uS gl alailas | 
| @ Passwords must be ................. for each website you register on. 
a. similar  . b. weak c. different 
2023 4 àjl] — pygall alailma 
dh Backup copies di files are — on. 
a. a flash memory b. an — we disk | c. m a and b 
2023 sl Lull ala] — 35g: alailma 
® To keep your data safe, use occu programs on all your devices. 
a.. social media. b. antivirus c. browser 
® The hard disk has usually space than the flash memory. 
c. the same 
your device regularly to keep your data safe. 
b. Update c. Delete 


Protecti niaan 3n! 


b: tt The hard disk diva avd the flash memory are éd for purpose. 
a. different b. the same c. the opposite 

@ You should protect your files from dangers, such as viruses and ........... 
a. software problems. b. human errors ^ ^^ c. both a and b 

43 If a website asks you to enter much personal information, you should 


« 1 y LI s" j Ea 
E a. ignore the warang: b. avoid using this website c. proceed 
© Put (/) or (X): 
E ® You should limit the steel information you share online. — ( | 
E 2023 ls ll bla] — Eia lada 
X @. Antivirus shwo shouldn't be installed on your computer. | ) 


» "2023 alala ilo] — A4igill aládle 
- — | ® Hard disks Minos have less space than flash memories. ( ) 
r ý 2023 Jaj ajali 5,1! — à) iS gll alila 
- @ Hybrid backup is a safer way to back up and store files. ( ) 
®) Hackers use the Internet to break into a computer system. ( ) 
| 2023 jajaa gf io] Faoi alma | 


e oe passwords must contain letters, numbers, and special signs. 


| | | 
E ($ Files are stored using a flash memory. ( ) 
7 2023 aajill 51] — bala! ladles 
@® Hackers can steal your personal information without using the Internet. 
P oo) 
— | @ Both hard disks and flash memories are used for the same purpose. 
3" ad | 


40 Hackers can send a virus to all the email addresses in your email account. 

d" d 
& Websites that ask for too much personal information are safe. ( =) 
42 There are several ways to back up data, such as flash drives and hard 


| | 
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F 


i 


drives. 


a 


dn EL 
4 
sia fe 
* 4 


Security Precau lions 
is = * 


ay — 


m" Antivirus helps you keep your — data wale ( ) 
4 An external hard drive is used to store large files. | ) 

2023 Losey 3131 — à 1S all alins 
45 All software programs back up data automatically. ( ] 
| $6 The flash memory is better to store large files than the external hard 
drive. | 


Complete the missing parts using the words between 
the brackets: 


(flash memory - Antivirus - password — Personal information — hard disk] 


@ mee— helps you keep your private data safe. 

@ includes your name, address, date of birth, and passwords. 
Q A... should include letters, numbers, and special signs. 

& The nccccccsnnen has less space than the occ , but they are 


used for the same purpose. 


"b LL] Think and answer: 


.. . | ® You want to create an account for an online quiz that tells you the job 
you should have when you grow up. 


Which pieces of PII do you think are OK to share? 


Register New Account 


Your first nan name — vour age 
( ) RPM mE 
T Your last name - m Your date c of birth | mu 
C a ( 
IN Your address Your lacs of birth 
" a ee 


aame saa emer 


Your school name | 


y^ 
\ 


Your parent's band ac account number OR credit card number 


aee " icone 


E 


on Lesson 


LL E i E I oe 


E jExercises 


ru Choose the correct answer: 


M osmotic is sending a fake message via email or social media that 
looks real. 
a. Smishing ^. Phishing c. Virus 
® Smishing is the same thing as phishing, but it is sent by „n ; 
a. email ^. text message c. Facebook 
2023 àà5,4Jl 8,15] — poo! pal ala ala 
— annans tells you if one of your passwords has been stolen online. 
a. Multifactor authentication 
5. Password manager ^. Antivirus 
@ One of the forms of o.com is the arrival of a message from an 
unknown person asking you for your data to obtain a prize. 
a. phishing ^. the Internet c. databases 
2023 gl ejl à] — Aj uS ll alas 
©) Passwords can be strengthened using -i ; 


a. multifactor authentication b. antivirus c. browsers 


| © A text message encourages you to act quickly is a type of on. : 


a. phishing b. smishing c. emails 
@® When you open a phishing file, data-stealing software is .................... on 
your PC 
a. updated b. deleted c. installed 
 Je— provides at least two ways of identifying yourself. 


a. Multi-factor authentication ^. Password manager «. Antivirus 


@ Phishing messages can be identified by containing ............... 
o. trusted information © spelling errors c. both a x b 
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" 
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10 An exa 


mple of phishing is receiving .............. from an unknown person. 
a. a letter from your father b. a letter from one of your friends 
c. a letter informing you that you have won a prize 


2023 ageglasll 5,19! — Asl dall alailma 


| 41 You will receive a code for „1111111 when you log into a game 
d website from a different PC. 
|| a. a short period of time b. a long period of time ©. two times 
| 
K Put (/) or (X): 
B @ Phishing is one of the ways that hackers use to get your password. 
af ( ) 
- n ‘2 Phishing messages cannot be recognized. ( ) 
—.. | && We don't need strong passwords to protect our personal data. | ) 
2023 (sail gu} Bylo] — Gad aladlæs 
A » Password manager provides at least two ways of identifying yourself. 
2 (1 
| © Phishing is a text message that looks real, but it isn't. ( ) 
2 ‘6 Phishing messages are free from grammar errors. ( ) 


2023 cloLull 3o] — Apdgih! alailma 
@ MFA is an abbreviation for multi-factor authentication. ( ) 
'8) Smishing is sending a scam message via text messages instead of an 


email. ( ) 
2023 ob ajul Bylo} — A .uS rl alaala | 


| ® Dato-stealing software may ask you to enter your bank account details. |. 


| | 
10 Antivirus can tell you if one of your passwords has been stolen online. 


| l 


41 A form of phishing is a message telling you that you have won a prize, 
but you have to give personal details. ( ) 


Digital Safety and Security Precautions 


42 A password manager software is used to create strong passwords. ( ) 
(2023 àil, a] 3,5] — öga! ala Lua) ( 2023 lal Bylo} — pdga alaika) 

( 2023 Joi szall šyla) — 3S alakaa) 

13 Password manager creates a unique password for each of your accounts. 


| 


14 Multifactor authentication requests one way of identifying yourself. 
| | 


Complete the missing parts using the words between 


i 


the brackets: 
@ BER helps you to create strong passwords for your accounts. 
provides at least two ways of identifying yourself. 
@ ain is sending a message via email to steal your data. 
— EEE is sending a message via text messages to steal your data. 


Does this message encourage you to respond? And 
| how? 


C") New message 


To: reemhassan@egypt.com 
From: bankegyupt@342gf4236dss.com 


Dear Sir, 
Thank you for your bisiness! You won a vacation to Hurghada! But, hurry! 
This prize only good today. 


If the link doesn't work, reply to this email with your name, Qe) 


address and bank number, Hurry! 


Sincerely, 
Head of customer service 
Bank of Egypt 
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Choose the correct answer: 


@ Mr. Hiebert uses ............... to design presentations for his discoveries. 
a. Facebook b. PowerPoint c. e-mail 

@ Mr. Hiebert uses „o to share his discoveries with his colleagues. 
a. MS Word b. MS Excel c. video conference 

Q the problem is the first step to solve any computer problem. 
a. Identifying b. Planning c. Leaving 


© when the browser is running slow, YOU have to n. 
a. delete unwanted apps b. check the Wi-Fi signal 
c. restart the computer 
@ You should check for software updates when „s. 
a. there is no internet connection — b. downloading a file is very slow 
c. your computer slows down while opening an app 
O You should try a new Ethernet cable when .............. 
a. the internet connection is interrupted 
b. the screen freezes c. your computer slows down 


@ You can contact the customer service of your ISP for help when 


a. the internet connection is interrupted 
b. the browser is running slow c.an app won't open 
© If your computer slows down when opening an app, you can nss. 
a. restart your router b. check for software updates 
c. check the Wi-Fi speed 


© To store and share information, we use a nesse. 


d. scanner b. printer c. flash memory 

(f) A... is used to save images on the computer to use them later. 
d. scanner b. printer c. router 

(B) A.................. helps us to access information by scanning it with a phone 
camera. 
a. browser b. OR code c. digital book 
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® To create a folder, use the mouse and press the „s. 
a. left button, then select New, then select Folder 
b. right button, then select Folder, then select New 
c. right button, then select New, then select Folder 


(B)... folders helps us manage files using information technology. 
a. Creating b. Deleting c. Copying 
(D what is the first step that helps you to organize the data in your 
computer? 
a. Adding a subfolder b. Typing a name for the folder 
c. Creating the main folder 
(B) The first step in conducting research is to „n. 
a. share your results b. decide on keywords c. decide on the topic 
® Before you express the data in a graph, you must n. 
a. share it online b. analyze it c. delete it 
(f) It is not a good idea to use ~... when searching for subtopics. 
a. full sentences 
b. different words with different meanings 
c. different words with the same meanings 
(f) The best way to collect information is getting it from n. 


a. Facebook b. printed books | c. WhatsApp 
® The............. is used to share information in a closed and private network. 
a. letter b. internet c. intranet 
@ The internet is ............. secure than the intranet. 
a. less b. more c. no correct answer 
@ The rows in MS Excel are labeled with ................ 
a. letters b. numbers c. symbols 
BD Typing ............. in the cell tells Excel you are creating a formula. 
a. + b. - c.= 


® If you want to sum the values in columns A, B, and C from row 4, then 
the formula is ns. 
a. C4 + B4 + A4 b.CA- B4- A4 c.A4«* BA«* C5 

@ When creating a formula, use the .............. sign for subtraction. 
a. + b. - c. = 
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& When creating a formula for division, use the .............. sign. 
a b. - c+ 

D If you want to subtract the values in columns E, C, and A from row 6, 
write the formula „s. 
a. E6 - C6 - A6 b.E9- C6- A9  c.E9-C9- A9 

OD is an ecologist and he photographs landscapes and animals. 
a. Albert Lin b. Fred Hiebert c. Jeff Kerby 


(I) When Jeff Kerby prepares for a trip, he thinks carefully about ........... 
a. the things he will do b.the places he will go to 
c.a&b 

& Jeff Kebry uses all these tools in his expedition, except n.. 

a. GPS b. GPR c. drones 

Qf) The İS used to back up all the photos you take. 
a. drone b. GPS c. hard disk drive 

& Sometimes the photographer uses his ............. to take quick pictures. 
a. computer b.mobile phone c. GPS 

® If Jeff Kebry needs to share photos with his colleagues immediately, 
he uses the ti 
a. cell phone applications b. cameras and drones 
c. social media sites 

@® Jeff Kebry uses ............ to navigate places. 

a. hard drives b. GPS c. laptops 

&D A photographer should share his high-resolution photos with ............. 
a. people he knows b. people he trusts c. all people 

@® A photographer should protect his work by not sharing images with 


a. high resolution  b.low resolution c. watermark 

€ Using photographs that were taken by others without asking 
permission IS. 
a. owning images  b.copuright infringement c. back-up copies 


OD s. USE the internet to break into your computer to steal your 
information. 
a.Programmers b. Hackers c. Thieves 
ICT Prim. 5 — First Term 
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B .... information includes your name, address, and passwords. 
a. Internet b. Public c. Personal 

&) To keep your data safe, use vem programs on all your devices. 
a. social media b. anti-virus c. browser 

(f) Passwords must be ............. for each website you register on. 
a. different b. weak c. similar 

(f i. is considered a strong password. 
a. Ahmed125 b. abcd895 c. ACH258tth 


@ If a website asks you to enter much personal information, you 


a. enter all your data b. enter trusted data only 


c. avoid using this website 
® a your devices regularly keeps your data safe. 
a. Uploading b. Updating c. Restarting 
BY The a is used to save your important files securely. 
a. flash memory b. CD drive c. external hard drive 
(B oom Allows users to connect their laptops to a bigger screen to 
watch movies or play games. 
a. HDMI b. Ethernet cable c. Receiver 
(9 Internet speeds are much faster with .............. connection. 
a. bluetooth b. Ethernet c. Wi-Fi 
($) Everyone owns the ............. of the images they take unless they sell 
them. 
a. copyright infringement b. copyrights 


c. infringement 


@) Both the flash memory and hard disk have the SAME nss. 


d. space b. shape c. purpose 
(f) The internet is more ............. than the intranet. 
a. private b. secure c. public 


@ Which of the following have the same purpose? 
a. Router and flash memory b. HDMI and drones 
c. Ethernet cable and Wi-Fi 
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EL MOTAMYEZ - ICT Questions Bank 
NOVEMBER REVISION 


QW. CHOOSE THE CORRECT ANSWER 


If your computer slows down when opening an app, you can.. 


©) restart your Check for software 
© router; updates. © Check WIFI speed 


When you try to log into the game website on a different PC, you will 
receive a text message include a number code specified for... 
©) short period of 

time 
m Ne helps us to access information by scanning it with a phone camera . 
(8) Browser ©) OR Code © Digital books 


— o tells you if one of your passwords has been stolen online. 


Multi-factor 
authentication 


What is the first step that helps you to organize data in your computer? 


Type a name for Create the main 
© pad A-— © the folders folder 


Phishing messages can be identified by containing ............... 


© 


long period of time © two times only 


© © 


(b) Anti-virus software © Password manager 


trusted 


inform3ton (b) spelling errors © accurate information 


The best way to collect information is getting it from ..................... 


(8) Facebook (b) printed Books ©) What's App 


— A is used to provide easy access to online information through the 
a smartphone or tablet. 


(9), © C9, 29) «(e 


(8 LAN (B IOT ©) QR Code 
The rows in MS Excel are labeled with .............. 
© letters ©) numbers © symbols 
Both of flash Memory and hard disk have same ............ 
(3) Space (b) shape © purpose 
©) When creating a formula, use the ............ sign for subtraction. 


@ + © - © = 
ior 000 joj aano JUS jo caljaià lg CabsSd0ll yle Uguaall psi o; Ex 
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Internet speeds are also much faster with ................. Connection. 
@) (8 Bluetooth (B) Ethernet © WiFi 

PET AE is an ecologist and he photographs landscapes and animals. 
(3) (8) Albert lin (B) Fred Hiebert ©) Jeff Kerby 

arma nT ans information include your name, address and your passwords. 
D © internet ©) public ©) personal 

rs ta A is used to back up all the photos you take. 
(D © drone ©) GPS © hard disk drive 

You want to subtract the values in columns E, C and A from row 6, we 
write the formula ............. 


(8 E6-C6-A6 (B E9-C6-A9 © E9-C9-A9 
If Jeff kebry needs to share photos with colleagues immediately, he uses 


(7) @ cel phone (5) camera and © GPS 


applications drones 
Internet is ................ secure than intranet. 


A photographer protects his work by sharing images with ............ 


(8) less (5 more (€) nocorrect answer 


© high resolution (b) low resolution ©) watermark on it 
To search about the Subtopics, as it is not a good idea to use ....... 
different words í / 
20 O) full sentences ©) with different diferent wos po 
: same meanings 
meanings 
Qi) PE use internet to break into your computer to steal your information 
© Programmers ©) Hackers © Thieves 


left button then right button then right button then 
Select New then ©) Select Folder then © Select New then 
select Folder select New select Folder 


@2) To create a folder using mouse you press .......................... 
@3) To keep your data safe, use ............ programs on all your devices. 


(8) social media (b) anti-virus (c) Browser 


m To store and share information we use ................... 


(8) scanner (b) printer © flash memory 


Joy uuo JUS Go GILES Ylg caljSàell yle ginal piso) 
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Q3) meet zh. Um is considered a strong password. 
(8 Ahmed123 (B) abcd895 (€ Ac#258#h 
Check for software updates when ......................... 
Q6) there is no Dównloadina file Computer slows 
internet ©) : g © down when opening 
à is very slow 
connection an app 
— MÀ your devices regularly keep your data safe. 
(8) Uploading ©) Updating © Restarting 
MR Hiebert uses ........... to share his discoveries with his colleagues. 
(8) MS W/ord ©) MS Excel © video conference 


m allows users to connect their laptop to a bigger screen to watch 
movies or play games . 


(8) HDMI (5) Ethernet cable © Receiver 
Smishing is the same thing as Phishing, but it is send by ............. 


(3) emails ©) text messages ©) social media sites 

Everyone owns the ............ of the images they take unless they sell them 
Copyright : 

(8) infringement ©) copyrights © all people 


— & is sending a fake message via e-mail or social media applications 
that appears real 


(8) Smishing (S) Phishing (€) Virus 
Internet is more ............. than intranet 


(8) private (b) secure ©) public 


A website asks you to enter much personal information, so you ... 


© o0 O&O® ® ® 


enter trusted data © avoid using this 
only website 
When you open scam message attachments, Data-stealing software is 


65 eel to pc 


(8) enter all your data 


(8) updated ©) deleted © installed 
68) Passwords can be strengthened by ............. 
-Multi-factor e 
aihen onion (b) Anti-virus software ©) Web browsers 
mm less provides at least two ways of identifying yourself. 
($7) Multi-factor 


authentication (b) Anti-virus software © Password manager 


El.Motamyez.School jill aie Sginell ialo dgáa áleljo way © 
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MR Hiebert uses ........... to design a presentations for his discoveries. 


(8) Facebook ©) Power point (c) e-mail 


When the browser running slow, you have to ...................... 


@ Deleteunwanted ©) Check Wi-Fisignal ©) Restart computer 


© © © 


apps. 
You can contact the customer service of your ISP for help when ... 
"teret Browser runnin 
(8) connection ©) g © App not opened 
> slow 
interrupted 
Ae? is used to save images on computer to use them later. 
(8) scanner (S) printer (€) Router 
deutssouaaiie folders help us to manage files using information technology. 
(8) Creating (b) Deleting © Copying 
Before you express the data in a graph, you must: ............ 
(8) share it online (b) analyze it © delete it 
-—— d v. is used to share information in a closed and private 
network. 
(8) Letters (B) Internet (€) Intranet 
Typinig.......... in the cell tells excel you are creating a formula. 
Q + ® - © - 
When creating a formula for division uses the ............... sign. 


© + ® - © + 
When Jeff Kerby prepares for a trip, he thinks carefully about ... 
© } Mis things he will (5) The places he will © a&b 


go to 
" the photographer uses ................... to take quick pictures. 
(8) computer (b) mobile phone © GPS 


A photographer shares his high-resolution photos with ................. 
(8) people he knows ©) people he trusts © all people 


Jeff kerby uses all these tools in his expedition except .................... 


(8) GPS ©) GPR © Drones 


Using photographs that were taken by others without asking permission 


000000000 


© 


(8) owning images ©) OPE ngn © Back-up copies 


infringement 
joy aano JUS ġo caljazà UI calsioll yle Uguaall pisos Ə 
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I f You want to sum the values in columns A, B, and C from row 4 then 
The formula is ............. 


(8 C4+B4+A4 (B C4-B4-A4 © A4+B4+C5 
Passwords must be .................. for each website you register on it. 
(8) different ©) weak © similar 


— is used to save your important files securely. 


& & © © © 


©) Flash Memory ©) CD Drive © External hard drive 
The first step in conducting a research is ................. 
Share your Decide on " 4 
(8) v (b) wars ©) Decide on the topic 
"T any problem is the first step to solve any computer problem 
(8) identifying ©) planning © leaving 
Try a new ethernet cable when .......................... 
67) pilos Computer slows 
connection (b) screen freezes © d p 
R own 
interrupted 
Jeff kebry uses ...........- to navigate places 
(8) hard drives (b) GPS © laptop 


Which of the following have same purpose? 


59) Router and flash Ethernet cable and 
@) memory ©) HDMI and drones © WIFI 


& $ © 


-——— is the biggest unit of data on your pc. 


(8 MB (S TB © GB 
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—— CHOOSE THE CORRECT ANSWER 


If your computer slows down when opening an app, you can.. 


(1) Check for 
(8) restart your router; (b) software © Check WIFI speed 
updates. 


When you try to log into the game website on a different PC, you will 
(2) receive a text message include a number code specified for... 


(8) short period of time d pened et ©) two times only 
(8) s uw helps us to access information by scanning it with a phone camera. 
(8) Browser © QR Code © Digital books 
—— X tells you if one of your passwords has been stolen online. 
(4) Multi-factor Anti-virus © aan manader 
authentication software Lassworg manager 


What is the first step that helps you to organize data in your computer? 


Type a name for Create the main 
© ud Stunt © the folders © folder 


Phishing messages can be identified by containing ............... 


(8) trusted information © spelling errors ©) accurate information 
The best way to collect information is getting it from ..................... 


(8) Facebook (B) printed Books (©) What's App 


Lo Wero is used to provide easy access to online information through the 


© 
© 
© 
(8) a smartphone or tablet. 
(9) 
@) 


© LAN © (oT © QRCode 


The rows in MS Excel are labeled with .............. 


(8) letters (b) numbers ©) symbols 

Both of flash Memory and hard disk have same ............ 

(8) Space (b) shape © purpose 

When creating a formula, use the ............ sign for subtraction. 

© + ONE © = 

Internet speeds are also much faster with ................. Connection. 
(2) (8) Bluetooth (B) Ethernet © WIFI 


D 000 joy aano JUS (Jo hlii Ui calsioll le Uguaall pisos 
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© ——2—4 is an ecologist and he photographs landscapes and animals. 
(8) Albert lin (SB) FredHiebert ©) Jeff Kerby 
m mU information include your name, address and your passwords. 
(D (8) internet ©) public (€) personal 
PEN (hc IUS EAT is used to back up all the photos you take. 
qs) @ drone (B GPS (€) hard disk drive 


You want to subtract the values in columns E, C and A from row 6, we 


write the formula ............. 
(8 E6-C6-A6 (B E9-C6-A9 ©) E9-C9-A9 
If Jeff kebry needs to share photos with colleagues immediately, he uses 


cell phone camera and 
© applications © drones © SF3 


Internet is ................ secure than intranet. 
© less ©) more © no correct answer 


A photographer protects his work by sharing images with ............ 


© high resolution (b) low resolution © watermark on it 
To search about the Subtopics, as it is not a good idea to use ....... 

20 @ full sentences ©) we nee à ©) different words with 

meanings same meanings 

(2) MR use internet to break into your computer to steal your information 

(8) Programmers (b) Hackers ©) Thieves 
To create a folder using mouse you press .......................... 

Q2) left button then Dt butan right button then 
Select New then (b) ae © Select New then 
select Folder select NAW select Folder 

To keep your data safe, use ............ programs on all your devices. 

63 (8) social media (b) anti-virus © Browser 

To store and share information we use ................... 

Q4) (8) scanner (b) printer © flash memory 

(23) Á-—— ÓÀ is considered a strong password. 

(8 Ahmed123 (B) abcd895 ©) Ac#258#h 


Check for software updates when ......................... 


Computer slows 


Q6) ® there is no internet (5) Downloading (9 da $51 vien 
: a ald wn wh p g 
connection file is very slow "tcm 
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me your devices regularly keep your data safe. 
D (8) Uploading ©) Updating © Restarting 
MR Hiebert uses ........... to share his discoveries with his colleagues. 
© MS Word © MS Excel © video conference 


EEEE TA allows users to connect their laptop to a bigger screen to watch 
movies or play games . 


(8) HDMI (b) Ethernet cable ©) Receiver 
Smishing is the same thing as Phishing, but it is send by ............. 


(8) emails (b) text messages © social media sites 
Everyone owns the ............ of the images they take unless they sell them 


ED 

® 

2o 

© @ ceu" QD somigns ^ (D aipeopl 
@ 

E 

a 


infringement 
Qd is sending a fake message via e-mail or social media applications 
that appears real 
(8) Smishing © Phishing ©) Virus 
Internet is more ............. than intranet 


(8) private (SB) secure (€) public 


A website asks you to enter much personal information, so you ... 


enter trusted © avoid using this 
data only website 
When you open scam message attachments, Data-stealing software is 


65 one to pc 


(8) enter all your data 


(8) updated (b) deleted ©) installed 
68) Passwords can be strengthened by ............. 
® .Multi-factor Anti-virus (9 Wen browsers 
authentication software 
D a y.. provides at least two ways of identifying yourself. 
©) Multi-factor Anti-virus © Password manager 
authentication software 
68) MR Hiebert uses ........... to design a presentations for his discoveries. 
@) Facebook (b) Power point ©) e-mail 
69) When the browser running slow, you have to ...................... 
® Delete unwanted Check Wi-Fi © Restart computer 
apps. signal 
49 You can contact the customer service of your ISP for help when ... 
internet connection Browser 
© interr running slow © APP Hos ppeneg 
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O res is used to save images on computer to use them later. 


(8) scanner (b) printer © Router 

"m rm folders help us to manage files using information technology. 
63 (8) Creating © Deleting (€) Copying 
Before you express the data in a graph, you must: ............ 


(8) share it online ©) analyze it © delete it 


Se eee ee is used to share information in a closed and private 
network. 


(8) Letters (5) Internet ©) Intranet 


Typing ......... in the cell tells excel you are creating a formula. 
ON ® - = 
When creating a formula for division uses the ............... sign. 
© + ® - E 


When Jeff Kerby prepares for a trip, he thinks carefully about ... 


T things he will The places he 
® g © win go to © a&b 
n. v the photographer uses ................... to take quick pictures. 
(8) computer ©) mobile phone ©) GPS 
A photographer shares his high-resolution photos with ................. 
(8) people he knows (b) pM ©) all people 
Jeff kerby uses all these tools in his expedition except .................... 
(8) GPS (b) GPR © Drones 


Using photographs that were taken Min others without asking permission is 


@ owning images (p) copyright infrinaement (9 Backup copies 
I f You want to sum the values in columns A, B, and C from row 4 then 
The formula is ............. 
(8 C4+B4+A4 (B C4-B4-A4 © A4+B4+C5 
Passwords must be .................. for each website you register on it. 
(8) different (b) weak ©) similar 
Y" is used to save your important files securely. 
© Flash Memory ©) CD Drive ©) External hard drive 
The first step in conducting a research is ................. 

Decide on 


& & & & & O $) $969 090 


` , 
(8) Share your results keywords © Decide on the topic 


Sold O00 day ute JUS o cj Vig sal edge asise 
SPA E agoao /|- jaoioll" àxàxs JA Uf Qo fl OR Code. 


El.Motamyez.School hill aic 6giaoll Labs (39a àleljo yay © 


ICT question Bank 


Jo cal) all (inal - caliaLy! yuolAll cànil 


"—— any problem is the first step to solve any computer problem 
(8) identifying © planning ©) leaving 
Try a new ethernet cable when .......................... 
(7 © © am c migen ion ® — a T (9 eA uod slows 
Jeff kebry Uses ....-.. to navigate places 
D © hard drives (b) GPS © laptop 
Which of the following have same purpose? 
® Router and flash HDMI and © Ethernet cable and 
memory drones WIFI 
69 m. is the biggest unit of data on your pc. 
@ MB ®© IB © GB 


AU! Aei a3 
770% ov vog ^ 


gli dil Gao "LE Good So Fl nens YU] LUN ME, Ao adl 3|" ge oe)! allt 
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It is the sharing of information 
through open network for 
everyone 


It is the sharing of information 
through closed network 


But this information is at risk, 
so it is less secure 


It more secure 


Like advertisements - news - 
government decisions 


Such as: personal data, your 
personal life, your ideas, your 
research, and your files 


How to share information 


using Microsoft Excel : 


Sorting information alphabetically: 


Go to Tool bar and press Tab Data 


H S- 


File Formule : 


Home Insert Page Layout 


[t5 Recent Sources 
ES Existing Connections 


= [E From Text/CSV 
È From We 

E^ rone 

Data ~ E] From Table/Range 


Get & Transform Data 


Refresh 
Al~ | 
Queries & Connections 


X 


m 
N 


FH Queries & Connections 


New Microsoft Excel Worksheet - Excel 


Q Tell me what you want to do 

Fe 

SE 
Text to aa 

Columns = 


Filter 


Sort 
YY Advanced 


Sort & Filter 


> 


1 

2 
3 
4 
5 
6 
7 
8 
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Then press Sort (to arrange the items alphabetically) 


New Mirencnft Fuel Wrechant - Frei O 


a x 2 
H S~- = New Microsoft Excel Worksheet - Excel m 
File Home Insert Page Layout Formulas Q Tell me what you want to do 
E [f From Text/CSV Cò Recent Sources IE E Queries & Connections A Y es E Flash Fill f-o Consolidate E 2 7 
= M 388) ES 
[& From Web E> Existing Connections AT B-f Remove Duplicates te x 
Refresh Filter Textto What-If Forecast 
Data ~ E] From Table/Range All ~ Yr Advanced | Columns EŠ Data Validation ~ [fj Manage Data Model | Analysis Sheet | E Subtotal 


Get & Transform Data Queries & Connections Sort & Filter 


åE Group ~ 
gE Ungroup ~ 


Data Tools Forecast Outline 


fe 


m 
N 


1 
2 
3 
4 
5 
6 
T | 
8| 
9] 


—-o0 


Count: 5 


How to create simple formulas : 


Click on the cell you want to create a simple formula in Then type the = 
sign 


H 


1 
2 4 
3 
4 

5 4 
6 

7 

8 4 
9 4 
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Then select the cells to be added in the simple formula And write 
between each cell (+, -,/,* ) sign as you wish 


press Enter From the keyboard to show the result of the formula 
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Choose the correct answer: 


1- The .......... is used to share the information in a closed and private network. 
a) Letters 
b) Internet 
C) Intranet 


2- The internet is ............ secure than the intranet. 
a) Less 
b) More 
C) No correct answer 


3- Typing .......... In cell, tell excel you are creating a formula. 


4- We creating a formula, use the ............ sign for subtraction. 


a) + 
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5- When creating a formula for division, use the ................ Sign. 
a) + 
b) — 
C) + 


Put a (true) or(false): 

1- You must decide to share information using an intranet or the internet. 
C) 

2- The internet is more secure and private than the intranet. (  ) 

3- The intranet is used to share information in an open network. (  ) 

4- The data in cells can't be arranged alphabetically. ( ) 

5- You can add or subtract any data using MS. Excel. (  ) 
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Personal information: 
Which is your data or personally identifiable information (PII) Such as : 
( Name - Address - Passwords - Date of Birth ) 


What are the risks that we may be exposed to from computer 
hackers? 


Stealing your personal information 
Stealing your bank account number to steal your money 


Steal your email and password to send a virus to all your friends 


How we keep your personal information: 

1- Do not share personal information on the Internet 

2- Use strong passwords that contain different numbers, letters, and special 
signs for each site 

3- Do not sign for a website or application asks you for your personal 

4- data Use antivirus software to protect your device 

5- Update your devices regularly . 
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Files may be exposed to problems that cause them to be lost, 
such as: 


1- Virus infection 
2- Computer fall or crash 
3- Software related problems 


To protect files stored on your computer from loss: 

Creating a backup copy of the files 

by: An application that creates backup copies of files or the safest way is to 
transfer files to another device . 

(External hard disk drive - flash memory - network) 


Choose the correct answer : 
| m use the internet to break into your computer to steal your 
information. 
a) Programmers 
b) Hackers 
C) Thieves 
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Bottes Pens information includes your name, address, and passwords. 


a) Internet 
b) Public 


c) Personal 


3- Password must be ............ for each website you register on. 
a) Different 
b) Weak 
c) Similar 


G- oco RUE is considered a strong password. 
a) Ahmed123 
b) abcd895 
C) Ac#258#h 


Vm your device regularly your data safe. 
a) Uploading 
b) Updating 
c) Restarting 


T \\ 


WA 


Put a (true) or(false): 
1- Anti-virus helps you to keep your data safe. (  ) 
2- Some software programs backup data automatically. (  ) 
3- Hackers can steal your personal data without using the internet. ( — ) 
4- Websites that ask for too much personal information are safe. (  ) 
5- Hybrid backup is a safer way to backup and store files. ( —) 


Phishing 
- Is sending a message via e-mail or social media applications That look 
a real but isn't . To steal your data and personal information. 


Ex: 

- A message asking you for your data, personal information, or bank 
account details 

- A message says that you have won a prize and asking you for your bank 
account details to be sent to you. 


How can we identify phishing? 
It contains spelling and grammar errors Request for too many personal date . 
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Smishing: 
is the same thing but is a text message instead of an e-mail. 


Password management software: 

- A program for managing passwords that helps us in Create strong, different 
passwords for each of your accounts. 

- Tell you if the passwords you already have are too weak, used before, or 
stolen through the Internet 


Multi-factor authentication( MFA ) : 

It is used to strengthen your passwords. 

To prevent hackers from accessing your account and data in two ways: 
- Your password or ( personal identification number ) PIN 

- Email or code of numbers 


Example: 

If you enter your account through a device other than your main device, you 
will receive a message on your mobile phone to make sure that you are the 
owner of the account and you are trying to enter your account through a code 
for several numbers. 
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Choose the correct answer : 

1- Phishing message can be identified by containing ............. 
a) Trusted information 
b) Spelling errors 


c) Accurate information 


2- Smishing is the same thing as phishing, but it is sent by ............ 
a) E-mail 
b) Text message 
c) Social media sites 


3- Password can be strengthened by .................. 
a) Multi-factor authentication 
b) Anti-virus software 
c) Web browser 


ree is sending a fake message via e-mail. 
a) Smishing 
b) Fishing 
c) Virus 
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o P Helps you to create strong passwords for your accounts. 
a) Password managers 
b) Phishing 


C) smishing 


Put a (true) or(false): 

1- Phishing is a way that hackers use to get your password. (  ) 
2- Phishing is a text message that look real put isn’t. ( — ) 

3- Passwords can be strengthened by Web browser. (  ) 

4- Virus provides at least two ways of identifying yourself. ( — ) 


5- Password managers Helps you to create strong passwords for your 
account. (. ) 


VA 
-O- 
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Theme 1 
Lesson 8: Sharing information 


When sharing information online, you must decide which information should 
be shared using an intranet network or the internet. 


The internet An intranet network 
1- It is the sharing of information 1- itis the sharing of information 
through open network For through closed network 
everyone 
2- this information is at risk, so itis | 2-It more secure 
less secure 
Such as: such as: 
advertisements - news - government | personal data, your personal life, 
decisions your ideas, your research, and your 


The Intranet is more secure than interne network 
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How to share information using Microsoft Excel : 


€ Sorting information: 
1- Go to Tool bar and press Tab Data 


2- Then press Sort 


Insert — Pagelayout ^ Formulas Data Review View Help 


Book! - Excel 


Q Tell me what you want to do 


Sign 


in tn 


i 


ex I3 


cm 
E p 


X by D 


De r x = 
M = [Calibri -In JA A|— = Y- me h Wrap Text General M T Z 
-AA | a "E 

Paste " BIUv|ü. 5 x A „s223 EE E] Merge & Center ~ $- % > «S E Conditional Formatas Cell Insert Delete Format g A Sort & Find & 

o" Formatting ~ Table* Styles ~ M Y Y * Filter v Select ~ 
Clipboard Is Font 5 Alignment ir] Number 5 Styles Cells Editing 
0 GET GENUINE OFFICE. Your license isn't genuine, and you may be a victim of software counterfeiting. Avoid interruption and keep your files safe with genuine Office today. | Get genuine Office | | Learn more 
Al 7. fe | 42 

B c D E F | 6 H | J K L M N | O P Q R S T 


alu le jw |n |= 


File Home Inset PageLayout Formulas 


View 


Book! - 


Help 


Excel 


Q Tell me what you want to do 


- fh From Text/CSV [I Recent Sources S = j ] 8 Group ~ 

E D ; Fe zh S BS py Wee 
[ò From Web E: Existing Connections vs o 'd Da "s 2E Ungroup ~ ^ 
et Refresh Al Sort Filter Tatto —. What-lf Forecast à 
Data ~ E From Table/Range All ~ Y Advanced | Columns 9 " @ Analysis ~ Sheet EE Subtotal 
Get & Transform Data Queries & Connections Sort & Filter Data Tools Forecast Outline 
0 GET GENUINE OFFICE Your license isn't genuine, and you may be a victim of software counterfeiting. Avoid interruption and keep your files safe with genuine Office today. Get genuine Office 
Al Y kpi 
| J K L M N o a LO: 
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How to create simple formulas: 


1- Click on the cell you want to create a simple formula in Then type the 
(=) sign 

2- Then select the cells to be added in the simple formula and write 
between each cell (+, -, /, *) sign as you wish 


> Book! - Excel 
Insert — Pagelayout Formulas View — Help Q Tell me what you want to do 
= = v i 
BI m Y. A n£ 4 
ES Y 
Get & Transform Data Queries & Connections Sort & Filter Data Tools Forecast Outline | 
o GET GENUINE OFFICE Your license isn't genuine, and you may be a victim of software counterfeiting, Avoid interruption and keep your files safe with genuine Office today. Get genuine Office | | 
SUM M X v fe | =altbl 
A B | D | E F G Hi eee! K L| M N | O a we 
1 3l 4l=al+b1 ] 
2 6 3 
3 7 1 


H9- z Book! - Excel 

File Home Inset ^ Pagelayout ^ Formulas View — Help Q Tell me what you want to do 
[zm [Byrom Text/CSV  [% Recent Sources JE FE Queries & Connections Aj Y Y A E Be Ep Wa GE Group ~ 
j A AIZ = E ü d 

in [& From Web [EÈ Existing Connections Bs i : "eng pe Y ST | x% Wh E X EE GE Ungroup ~ ^ 
res ilter ext to at-lf Foreca 
Data v Ef From Table/Range Ally |e Al Y» Advanced Columns EB * ($ Analysis» Sheet EE Subtotal 
Get & Transform Data Queries & Connections Sort & Filter Data Tools Forecast Outline fs 


[E GET GENUINE OFFICE Your license isn't genuine, and you may be a victim of software counterfeiting, Avoid interruption and keep your files safe with genuine Office today. _ Get genuine Office - | | 


C2 Y k 
| A | 8 C D E AEN: H | J K L M N 0 P Q 
—— L L 4 L 1 4 Jy 
1 4 9 
2 3 | 
3 1 
A 
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A)Put (V) or (X): 


1- Row title is number appears at the left of the row ( ) 
2- Sorting information in alphabetical order click on copy ( ) 
3- The Excel program includes many formulas and functions that help in 

performing math calculation ( ) 
4- Column title is letters appears at the bottom of the column ( ) 
5- The Intranet is more secure than interne network ( ) 


B)Choose the correct answer: 


1-In Excel program for sorting in information in alphabetical order go to 


the ................ 
a)File b) open C) toolbar 
2- You can set formulas in cells to .......... Subtract ( - ) , multiply (X) or 
divide ( / ). 
a) Add (+) b) Subtract ( - ) c) a,b 
o TR EMT EE That represents data in the form of a graph in 
different formats. 
a) Word program b) paint C) Excel program 
4- An intranet is used to share in a ................ And is more secure. 
a) Open network b) close network C) online 
5- To create a simple formula in a cell first type the....... this tells Excel 


you are creating a formula. 
a) Sign = b) sign X C) sign / 
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Lesson 2: Protecting ourselves and our information 


Protecting your personal data 


* personal information: such as your name, address, date of birth, and 
your passwords. 

¢ This personal information is called Personally Identifiable Information 
(PII). 


hackers can use: 


1- the internet to break into a computer system and steal personal 
information. 

2- someone's email address and password to send a virus to all the email 
addresses in your email account. 

3- use an adult's bank account number to take money from that account. 


How keep your personal information pll : 
1- Limit the personal information you share online. 
2- Don't sign up for a website if it asks for too much personal information. 
3- Use different strong passwords that: 

a- contain letters, numbers, and special signs. 

b- and are different for each website you sign up for, because if your 
password is discovered, a hacker will then have access to 
everything. 

4- Use antivirus software on all of your devices. 
5- update your devices regularly, the updates include changes that keep 
your data safe. 


To protect files stored on your computer from loss: 
1- You should also know how to protect the files that you create or store 
on a device. 
2- You need to protect these files from viruses, software problems, or 
human errors, such as dropping and breaking your laptop. 
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There are several ways to back up your data: 


1-Some apps and software programs back up data automatically. 
2- You can use a data-storage device that you attach to your computer, 
a. a flash drive b. an external hard drive. 


> This is called a hybrid backup. It is a safer way to back up and 
store files. 

» The hard disk has more space than the Flash Memory, but it 
may also be used for the same purpose. 

» An external hard disk drive is one of the accessories that you 
can use to save your files securely, and backup copies of your 
files that are important and private to you to prevent the 
possibility of losing them on your device. 
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A) Put(/) or (X) 


1- Hacker can steal your personal information without using the internet( ) 

2- Hacker can use the bank account number of an adult to take money 
from that account ( ) 

3- We must try to limit the personal information we share online ( ) 

4- Hacker can send a virus to all the email addresses in your email account 


( ) 


5- Websites that ask for too much personal information are save ( ) 
B) Choose the correct answer:- 


| information includes your name ,address and password. 
a. public b. internet C. personal 


2- To keep your data safe use ............... programs on all your devices. 
a. social media b. anti-virus c. browser 


3- Password must be ............. for each website you register on. 
a. different b. weak c. similar 


LR your devices regularly keeps your data safe. 
a. uploading b. updating c. restarting 


US amens D CGU: is used to save your important files securely. 
a. a Flash memory b. a CD drive c. an external hard disc 


E E TETEE is considered a strong password. 
a. Ahmed123 b. Ac#236@r c. abcd1234 
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Theme 2 
Lesson 3: Password security 


There are many ways hackers can get your password. One way is called 
Phishing and Smishing. 


Phishing: is sending a message via e-mail or social media applications that 
looks real, but isn't. 


Smishing: is sending a message via text message instead of an email 


» type of phishing scam: - 
1- is a message which says that you have won a prize, but you have to 
give your bank account details to get the prize. 
2- Another encourages you to act quickly. 


» When an attachment, or file, is opened, 
1- data-stealing software is installed on the person's computer, 
2- the user is asked to enter sensitive information such as bank account 
details. 


» Ways of identifying phishing messages: - 


1- messages, include misspelled words, grammar errors. 
2- requests for too much personal data. 


To protect your personal data from hackers: 


A) You need a strong password through a password manager 
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% A password manager 
1- creates a strong, unique password for each of your accounts. 
2- It also tells you if the passwords you already have are too weak or if 
you've reused them. 
3- It can even tell you if one of your passwords has been stolen online. 


Multi-factor authentication (MFA): 
This means you provide at least two ways of identifying yourself. 
Such as: 1- a password or PIN (personal identification number). 


2-a factor you have, such as an email or a one-time code. 
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A) Choose the correct answer:- 


p" is sending a fake message via email or social media 
applications that looks real. 
a- Smishing b- phishing C- virus 


2- When you open scam message attachments data stealing software is 


— Y on your PC. 

a- Updated b- deleted c- installed 
3- Phishing messages can be identified by containing................ 

a- Trusted information. c- spelling errors. 


b- accurate information. 


4- Smishing is the same thing as phishing but it is sent by............ 
a- E- mails b- text message C- social media sites 
5- Passwords can be strengthened by........... 
a- Multi factor authentication C- web browsers 


b- Anti-virus software 


B) Complete the missing parts using the words between the 
brackets: hishing — smishing — multi factor authentication — 


password manager ) 


| errare helps you to create strong passwords for your account. 

2 RCNH provides at least two ways of identifying yourself. 

S TE is sending a message via email to steal your data. 
eee eee is sending a message via text message to steal your data. 
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a. Rename b. New c. Save 


a. New b. Rename c. Save 


a. New b. folder c. Flash Memory 


a. Open network b. Closedmetwork c. Online 


To create a simple formula ima cell, first type the 
creating a formula. 
a. sign "=" 


b. sign" x " c. sign" /" 
The first stage of problem solving is 


software problems? 


acDefining thé problem b. Internet c. Router 


a. data b. Internet c. School 


a. Flash memory b. Router c. Scanner 


a. HDMI b. hard disk c. Router 
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12. We can use to learn about a lesson 


a. Braille b. E-commerce c. YouTube 


. If the browser running slow, the solution is 


a. Remove apps 


b. Check internet connection 


c. Buy another computer 


—  — is a program used for writing reports 


a. PowerPoint b. Excel c. Word 
ARPA IRAT connect computers with each other, to share important information and 


data. 


a. Computer networks b. Ethernet port c- Bluetooth 
. WWW is short for 
a. World Wide Web b. Work With World c. Way We Walk 


— is available for free to all Egyptians whoegister on the site. 


a. Egyptian Knowledge Bank 


b. Intranet 


c. Bluetooth 


a. Internet b. Intranet c. World Wide Web 


command 


a. Delete b. Rename c. Close 


a. Tight elicking + New 


b. right elicking + Rename 


e. right clicking + Delete 


. Mr. Jeff Kerby travels with his camera and 


a. Several camera lenses and hard drives. 
b. Batteries for the camera and a laptop. 


c. All of the above. 
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22. Mr. Jeff Kerby use his phone to take quick photos and to navigate With 


a. The GPS mapping tool. 
b. Camera and a laptop. 


c. Photos. 


. Mr. Kerby backs up all of the images he has taken with his camera or drone onto 


a. Flash Memory. g 
b. External hard drives. NO 


c. DVD drives. 


a. Owning a phone. 


b. Owning photos. NV 


c. Owning a Laptop. 
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3(2) Put(V) or(X) 
1. Virtual meetings or video calls , provide effective method to mentor others. ( ) 
2. Sharing information has never become vital in our day-to-day lives. ( ) 


3. Computer networks connect computers with each other, to share important information 


and data. b. 4d 
4. There are no solutions for computer issues C J 
5. Computer networks give people of determined more independence at honte.. L W 
6. WWW is short for World Wide Web. ( ) 
7. A School's computer lab could have its own closed computer network. ( ) 
8. Egyptian Knowledge Bank is available free to all Egyptians who registeron site. ( — ) 
9, The internet is a limited network. ( ) 
10.Braille makes it more difficult to read for people of determination. ( 3 
1L.ICT tools help people of determination do their Gail taskéeasily. = ( — ) 
12. You can reach a lot of people using the internet ( ) 
13. The Egyptian Knowledge Bank has a lot of interesting information. P 3 
14.Each file must be given a unique title, ( ) 
15.To change the title of a folder; choose the delete command. ( ) 
16.We cannot add sub-folder to the main folder. ( ) 
17.To create a new folder, right click on the place where you want and select new, then 

select Folder: EL ) 
18. The Internet contains a huge amount of information. ( ) 
19. TOychange theitle of a file/folder, choose the copy command. ( ) 
20. All problems have solutions if we followed the right process ( ) 
21:We should regularly check for software updates ( ) 
22.We can give a folder a name by right clicking + Rename ( ) 
23.We can't search for any needed information ( ) 
24.The internet contains a very small amount of information ( ) 
25.A closed network can be used in a school computer laboratory ( ) 
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26. There is no way to keep your Personally Identifiable Information (PII) secure. ( — ) 
27. There is no way to create a backup of your files. E 3 
28.Some apps and software programs back up data automatically. ( ) 

) 


29.Limit personal information you share online, one of ways to protect your files. ( 


30. You need to protect these files from viruses, software problems, or human errors, such 


as dropping and breaking your laptop. i ^ 
31.Jeff Kerby is an archaeologist and an explorer. = f£ «y 
32.Jeff Kerby took only his phone on his trips. — 47 Ww ) 

photos. T ( ) 
34.Jeff Kerby ensures that his work is protected. W }) ( ). 


36.Jeff Kerby worked on exciting photography expeditions ift Africa, North America, and 
the Arctic. t 2 


37.Anyone can use photographs taken by others without asking permission or without 


purchasing the right to use the image . ( 
38.Mr. Kerby backs up all the images,he has taken. 


39. Your password should be'strong 


( 
( 
40. You should back up.your data ( 
41. Your data can béistolentif you have a weak password ( 

( 


42.An external hard drive can be used to save your files securely 


UA 
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# (3) TRY TO ANSWER: 
1 


Complete from words between brackets: 


(Antivirus software - hacker - personal identifiable information 
- your passwords - protect) 


= 


. Personal information (PII) means .................. 
. You should know how to .......... the files that you create or store.on adevice. 


. Hackers use the Internet to break into computer systems and steal 5.............. 


A C N 


s LIBRI caia on all your devices, one of the ways to keep your Personal 
information (PII) safe. 


a Pi eain can use an adult's bank account numberto steal his money. 


a. Possible solutions: Shut down and 
1. Problem: Slow to download. restart; check for software updates; delete 
unwanted apps. 
b. Possible solutions: Use the software to 
2. Problem: Browser running slow. troubleshoot your Wi-Fi connection; check 
that the router is connected and restart it. 


3. Problem: Computer slows down when | c. Possible solutions: Restart computer and 
opening an app: router; check internet speed. 


d. Possible solutions: Check Wi-Fi signal; 
4. Problem: No internet connection. make sure to update the apps on your 
device. 


l- 2- 3- 4- 
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Match from (A) to the suitable answer from (B): 


o Rojo Boo 
A a. Possible solutions, restart computer and 
1- Bilobytes [SCR) router; check internet speed. 


2. A way to access something b. 1024 byte f^ 
3. Consists of device 1 linked to the | , |) 
internet via Wi-Fi . Pow 
i 
1- 2- 3- "O ~ s 


2. Problem: Not able to store files. v4 b. We communicate using them every day 
a 
3. consists of devices linked to. c. Not enough space - move old files to an 
internet via Wi-Fi. external drive. 
4. Terabyte (TB) NN d. Internet of Things 
5 


l 
1- < e 2- 3- 4- 3 
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Model Answer 
3* (1) Choose the right answer : 


1. A 5 € 9. B 
2. A 6. B 10. A 
$c 7. A 11. B 
4. B & A 12. C 
3&(2) Put ( V) or (X) 

1. (V) 8. (N) 15.(X) 
2. (X) 9. (X) 16.( X) 
3. (V) 10. (X) 17.(N) 
4. (X) 11. (N) 18. (V) 
5. (N) 12. (N) 19. (X) 
6. (V) 13. ( N) 20. (N) 
"s (Y) 14. (V) 21. ( V) 
3&(3) TRY TO ANSWER: 


. personal identifiable informatio 


. protect 
. password 
. antivirus software 


. hacker 


1-c 2- 3-a 4-d 


Mm 4 US Lb2-— 


l-e 2-c 3-d 4-a 5-b 
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November Exam 


5th grade 
Choose the correct answer from the following: 
1- You can use ............. program to prepare presentations. 
(a) PowerPoint (b)Word (c) Excel 


2 - Make sure that the router is connected, and restart the router are possible solutions 
to the problem.......... 


(a)slow computer (b)slowsearch engine (c) disconnection of the Internet 
3 = eus can be considered as a simple container for storing information that can be 
accessed by scanning with the phone s camera. 

(a) QR code (b)flash memory (c)scanner 
4- To create a main folder, you must choose the command .................... from the shortcut 
menu, including choosing (folder). 

(a)Refresh (b)New (c) View 


5- When looking for information, the first step is always .................... 
(a)divisionoftopics  (b)selectionofresearchtopic (c) sharing of results 

6 - When selecting keywords to search for sub-topics, itis not a good idea touse...... 
(a)full sentences (b)synonyms word (c)exactwords 

| NR usedto share information over a closed network, which is more secure. 
(a)Internet (b)intranet (c)theWorld Wide Web. 

8- Tosortthe information alphabetically, go to the ........barandthe Data, choose sort. 
(a)title (b)tool (c)formulas. 

9- Tosubtractthe values in columns A, C, and E of row(6), we usethe formula 
(a) - A6-C6-E6 (b)A6-C6-E6 (c)=A6/C6/E6 

10 - You can keep backup copies of your photos and files on ........................ 
(a)externalharddisk (b)digital camera (c)drone 

11- Using pictures taken by others without asking their permission is considered ..... 
(a)backup (b)copyrightinfringement — (c)sharing 

12- The photographer may sometimes have to ............... to ensure copyright protection 
(a)watermarking (b)sharinglow Resolution images (c) both of them 

13 - reverse .................... searches enables you to preserve copyright and intellectual 

property rights. 
(a)images (b)video (c)keywords 

14 - To maintain the security of personally identifiable information, you must .................. 
(a)usingastrong password 


(b)subscribingto unknown websites (c)turning off device updates 
19 aec xii is considered smaller in size than the external hard disk, but it is used for the 
same purpose. 

(A)Flashmemory (B)Digitalcamera (C) Drone 


Sli! yuh agana : promig acl 


